






Scope of Work for the Security Audit for  
CEC Website and Web Based Library Management System 

 
 

A. CEC Website 
 
The website has been developed in-house by CEC and is running successfully on 
CEC webservers located at NIC Data Centre, Shastri park, New Delhi. Basic 
information of CEC website is mentioned below. The website consists of approx 1000 
numbers of static/dynamic pages.  
 

S.No. Parameters Description 

1. Web Application Name & URL cec.nic.in 

2. Operating System Details  

(E.g. Windows-2003, Linux, AIX, Solaris, etc.) 

Microsoft windows datacenter 2019 
(64bit) 

3. Application Server with Version  

(E.g. IIS 5.0.Apache, Tomcat, etc. ) 

Apache 

4. Front-end Tool [Server side Scripts]  

(E.g. ASP, Asp.NET, JSP, PHP, etc.) 

PHP 

5 Back-end Database     

(E.g. MS-SQL   Server, PostgreSQL, Oracle, 
etc. ) 

MySQL 

6. Authorization No. of roles & types of privileges 
for the different roles 

2 

7. Whether the application contains any content 
management System (CMS) (If yes then 

which?  

(E.g. Joomla/WordPress/Drupal/Liferay etc.) 

Yes, Drupal 7  

8. Total No. ( Approximate) of Input Forms  2 

9. Total No. of input fields 1 

10. No. of login modules 2 

11. Whether the application is to be audited for 
Application Security Vulnerabilities for the 1st 

time? 

 

NO 

12. Any other information, you would like to 
provide. 

Used CMF (Content Management 
Framework) developed by NIC. NIC 

developed CMF, using Drupal 7. 

 
 
 
 



B. Web Based Library Management System 
 

Web Based Library Management System developed in-house by CEC is successfully 
running since 2017 on server located at NIC Data Centre. CEC has recently replaced 
the old servers with new servers. Hence the application has to be audited again before 
installing on the new server. The basic information of Web based Library Management 
system is mentioned below: 
 

S.No. Parameters Description 

1. Web Application Name & URL cecmedialibrary.nic.in, Web Based Library 
Management System 

2. Operating System Details  

(E.g. Windows-2003, Linux, AIX, Solaris, 
etc.) 

Microsoft windows datacenter 2019 (64bit) 

3. Application Server with Version  

(E.g. IIS 5.0.Apache, Tomcat, etc. ) 

IIS 

4. Front-end Tool [Server side Scripts]  

(E.g. ASP, Asp.NET, JSP, PHP, etc.) 

Asp.NET 

5 Back-end Database     

(E.g. MS-SQL   Server, PostgreSQL, 
Oracle, etc. ) 

SQL Server 2019 

6. Authorization No. of roles & types of 
privileges for the different roles 

7(MCD,PRE,REC,MCDE,MCP,LADMIN,JD) 

7. Whether the application contains any 
content management System (CMS) (If 

yes then which?  

(E.g. Joomla/WordPress/Drupal/Liferay 
etc.) 

No 

8. Total No. (Approximate) of Input Forms  1 

9. Total No. of input fields 30 

10. No. of login modules 275 

11. Whether the application is to be audited 
for Application Security Vulnerabilities for 

the 1st time? 

 

NO 

 Application successfully running since 
2017 on server located at NIC Data Centre, 
Shastri Park, New Delhi 

12. Any other information, you would like to 
provide. 

 

 
  



Scope of Work 
 

1. The Auditor is expected to carry out an assessment of the vulnerabilities, threats and 
risks that may exist in the above application/website through Internet Vulnerability 
Assessment and Penetration Testing which includes identifying remedial solutions 
and recommendations for implementation of the same to mitigate all identified risks, 
with the objective of enhancing the security. 
 

2. The audit should be done by using Industry Standards and as per the Open Web 
Application Security Project (OWASP) methodology. 

 

3. During Security Audit, if any lapse is found, the same shall be reported by the auditor 
to CEC for making the application/website fully secured for hosting on NIC server. 

 

4. The Audit should be conducted in conformity with NIC audit guidelines. After 
successful security Audit, the security audit report from the auditor should clearly state 
that all web pages along with respective linked data files (in pdf / doc / xls etc. formats), 
all scripts and image files are free from any vulnerability or malicious code, which 
could be exploited to compromise and gain unauthorized access with escalated 
privileges into the webserver system hosting the said website/application. 

 
5. Responsibilities of Selected Auditor: 

  
The Selected Auditor will conduct security Audit for the CEC as under: 

 
5.1. Verify possible vulnerable services, only with explicit written permission from the 
auditee.  
5.2. Notify the auditee whenever there is any change in auditing plan / source test 

venue / high risk findings or any occurrence of testing problem. 
5.3. Responsible for documentation and reporting requirements for the audit.  
5.4. Task-1: Web Security Audit/Assessment.  
5.5. Task-2: Audit based on recommendation report of Task-1.  
5.6. On successful security audit, furnish certificate for the Website / Web based 

Library Management system as per NIC norms stating that the Website / Web 
based Library Management system is safe for hosting on the NIC server. 

 
 
6. Audit report 

The Auditor shall submit a report indicating about the vulnerabilities as per OWASP 
and recommendations for action after completion of Task-1. The final formal IT 
security Audit Report should be submitted by the Auditor after the completion of all the 
tasks of Audit. The reports should contain:  
6.1. Identification of auditee (address & contact information). 
6.2. Dates and locations(s) of audit (Task-1 and Task-2)  
6.3. Terms of reference (as agreed between the auditee and auditor), including the 

standard for audit, if any.  



6.4. Audit Plan. 
6.5. Explicit reference to key auditee organization documents (by date or version) 

including policy and procedure documents, if any.  
6.6. Additional mandatory or voluntary standards or regulations applicable to the 
auditee.  
6.7. Summary of audit findings including identification tests, tools used and results of 
tests performed. 
6.8. Analysis of vulnerabilities and issues of concern.  
6.9. Recommendations for action.  
6.10. Personnel involved in the audit, including identification of any trainees. In 
addition to this, reports should include all unknowns clearly marked as unknowns. 
 

7. Confidentiality  
All documents, information and reports relating to the assignment would be handled 
and kept strictly confidential and not shared/published/supplied or disseminated in any 
manner.  

 

Deliverables and Audit Reports: 
 
The successful bidder will be required to submit the following documents in printed format 
(2 copies each). After the audit of above mentioned web application:  

i. A detailed report with security status and discovered vulnerabilities weakness and 
misconfigurations with associated risk levels and recommended actions for risk 
mitigations.  

ii. Summary and detailed reports on security risk, vulnerabilities and audit with the 
necessary counter measures and recommended corrective actions to be 
undertaken by CEC.  

iii. The final security audit certificate for and should be in compliance with the NIC 
standards. 

iv. All deliverables shall be in English language and in A4 size format. 
v. The vendor will be required to submit the deliverables as per terms and conditions 

of this document. 
 
Duration / Completion of Contract: Three weeks from the date of award of the contract. 

 
 


